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The Bulletproof Glass Effect: Unintended Consequences of Privacy Notices

ABSTRACT

Drawing from a content analysis of publicly-traded companies’ privacy notices, a survey
of managers, a field study, and five online experiments, this research investigates how consumers
respond to privacy notices. A privacy notice, by placing legally-enforceable limits on a firm’s
data practices, communicating safeguards, and signaling transparency, might be expected to
promote confidence that personal data will not be misused. Indeed, most managers expected a
privacy notice to make customers feel more secure (Study 1). Yet, consistent with the analogy
that bulletproof glass can increase feelings of vulnerability despite the protection offered, formal
privacy notices undermined consumer trust and decreased purchase interest even when they
emphasized objective protection (Studies 2, 3, and 5) or omitted any mention of potentially
concerning data practices (Study 6). These unintended consequences did not occur, however,
when consumers had an a priori reason to be distrustful (Study 4) or when benevolence cues
were added to privacy notices (Studies 5-6). Finally, Study 7 showed that both the presence and
conspicuous absence of privacy information are sufficient to trigger decreased purchase intent.
Together, these results provide actionable guidance to managers on how to effectively convey

privacy information (without hurting purchase interest).
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Consumers regularly encounter privacy notices explaining if and how their personal
information will be collected, stored, used, and shared. Although privacy notices are mandated in
many industries and locations by law, such as the European Union’s General Data Protection
Regulation (GDPR), wide variation exists in the manner and extent to which details about a
firm’s privacy practices and handling of data are communicated to consumers. For example,
some notices include a lengthy description of the company’s privacy practices, while others
consist of only a brief and often vague statement. Privacy-related information may even be
absent (Culnan 2000) or unavailable, such as when a privacy nutrition label on Apple’s App
Store indicates that the developer has not provided details about its data-handling practices
(Miller 2021). In this research, we address the question of how consumers respond to such

differences in the availability and presentation of privacy-related information.

Privacy notices might be expected to help consumers feel more secure for several
reasons. First, privacy notices place legally-enforceable limits on how organizations can collect,
store, use, and share consumers’ personal data. To illustrate, the California Consumer Privacy
Act (CCPA) allows consumers to sue companies that fail to fulfill promised privacy protections.
Second, privacy notices often communicate protective measures (e.g., encryption, firewalls) that
guard against unauthorized use of consumer information. Third, prior research suggests that
transparency in how a firm manages and protects customer data can reduce perceived
vulnerability (Martin, Borah, and Palmatier 2017). Thus, by revealing exactly what personal data
companies have access to and how it will be processed, managers may expect consumers to be

more comfortable with a firm’s handling of their data.

In contrast, we propose that privacy notices can, ironically, lead consumers to feel more

rather than less vulnerable despite the protections they offer. In this sense, a privacy notice may



be likened to bulletproof glass, which may increase feelings of vulnerability despite the
protection it provides (particularly when encountered in a context of expected safety, such as an
elementary school). If a privacy notice decreases consumers’ willingness to trust a company with
personal information, purchase interest is likely to decline. Accordingly, we refer to the
bulletproof glass effect as the decreased purchase interest resulting from exposure to a privacy
notice. In the following sections, we review relevant literature and delineate the theoretical basis
for our contention that formal privacy notices can reduce trust, and, in turn, purchase interest.

We then provide an overview of the studies that test our predictions.

CONCEPTUAL DEVELOPMENT

Consumer Responses to Privacy-Related Information

Faced with common news reports of identity theft, leaked personal data, and corporate
security breaches, it is not surprising that consumers, businesses, and policy makers are
concerned with protecting personal information from unauthorized access, collection, storage,
use, and sharing (Hazel and Slobogin 2018; Kamleitner et al. 2018; Phelps, Nowak, and Ferrell
2000; White 2004). When consumers realize that personal information has been collected
without consent, click-through rates drop (Aguirre et al. 2015; Kim, Barasz, and John 2019), and
when provided with privacy ratings for multiple websites, participants avoid purchasing from
sites that offer lower levels of privacy protection (Tsai et al. 2011). In short, insufficient control
over personal information can decrease consumers’ willingness to make a purchase (Phelps,

D'Souza, and Nowak 2001).



Given its consequential business implications, privacy has been identified as an area ripe
for behavioral research (Brough and Martin 2020; Kim, Barasz, and John 2020; Krishna 2020;
Lamberton and Stephen 2016), in part because of the disconnect between what consumers say
and do with respect to privacy-related information. Surveys of consumers’ attitudes toward
privacy protections often produce sensible and predictable results. Such surveys typically ask
consumers to indicate, in the abstract, whether they would like firms to present them with
privacy policies, to encrypt their data, to offer control over the deletion of personal information,
etc. As might be expected, when directly asked, consumers favor restrictions on the gathering
and use of personal information (Turow et al. 2012; Westin 1991)—particularly information that
is highly sensitive (Milne et al. 2017; Nowak and Phelps 1992). Similarly, consumers say they
would be more comfortable with a firm’s collection and use of their personal data when fair

information practices are promised (Culnan and Armstrong 1999).

In light of these polls, in which consumers generally express preferences for privacy
protections, it is reasonable to expect that a privacy notice might mitigate concerns about the
potential misuse of personal information. Specifically, by transparently explaining how
information will be collected, stored, used, and protected, a privacy notice could build trust and
increase willingness to purchase. In line with this logic, scholars have proposed that instead of
treating privacy policies as a compliance cost, managers should approach privacy as an
opportunity to give consumers a positive experience with a brand (Goldfarb and Tucker 2013).
Of course, privacy notices differ in the level of privacy expectations they create and in the degree
of objective protections they afford; some are consumer-protective, describing security measures

and highlighting how the collected data will benefit consumers (e.g., through personalization),



while others border on the exploitative (essentially giving firms “carte blanche” to do with

consumers’ data as they will) (Martin 2015; Reidenberg et al. 2016; Zeng et al. 2020).

Taken together, the research discussed above suggests that it would be sensible to expect
consumers to be assured by protective privacy notices and alarmed by exploitative ones. By
contrast, we posit that even objectively protective privacy notices can undermine, rather than
enhance, consumers’ trust in a firm. Whereas the results of consumer surveys generally portray a
rational response to privacy-related information, consumers’ responses to actual exposure to
privacy-related information are malleable and less intuitive (Acquisti, Brandimarte, and
Loewenstein 2015; Acquisti, John, and Loewenstein 2013; Nissenbaum 2004; Smith, Dinev, and
Xu 2011). For example, consumers are quick to abandon privacy-protecting behaviors in
response to choice architecture and framing (Adjerid, Acquisti, and Loewenstein 2019;
Brandimarte, Acquisti, and Loewenstein 2013), small inconveniences or small incentives (Athey,
Catalini, and Tucker 2017) or greater perceived control over personal information (Mourey and

Waldman 2020; Tucker 2014).

Given that privacy-related information can have surprising effects on consumer behavior,
it would be instructive to know whether privacy notices—either their specific content or their
mere presence—affect consumers’ purchase interest. Yet scant marketing research exists on this
topic. For example, we know of no field study that has manipulated the presence or content of a
privacy notice and measured resulting consumer behavior. Therefore, using data from the field
and online experiments, we contribute to the privacy literature by examining the impact of
exposure to privacy notices on consumer attitudes and behavior. We predict that in some
contexts, privacy notices can reduce consumers’ trust in a firm, resulting in decreased purchase

interest. Next, we delineate the conceptual underpinnings of this prediction.



Privacy Notices, Trust and Purchase Interest

Privacy notices are formal legal contracts—binding agreements that dictate how a firm
can collect, use, and store consumers’ personal data (Martin 2012). Formal contracts are explicit,
rigid, and literal; violations are resolved in the courts and penalized with economic sanctions
(Martin 2016). So, it would seem sensible to posit, as privacy scholars have, that formal contract-
based approaches to respecting consumer data, such as privacy notices and privacy seals, ought
to enhance consumers’ comfort in purchasing from a given firm (Martin 2018; Martin and
Murphy 2016; Pan and Zinkhan 2006; Rifon, LaRose, and Choi 2005; Wang, Beatty, and Foxx
2004). Accordingly, it would also seem sensible for managers to expect privacy notices—at least
those that offer objective privacy protections—to enhance consumers’ feelings of security. Thus,

we predict:

H1: Managers will expect privacy notices to make consumers feel more secure.

However, the empirical evidence as to whether privacy seals and other formal contract-
based approaches to privacy protection actually foster feelings of security has been mixed (Lauer
and Deng 2007; Tang, Hu, and Smith 2008; Xu et al. 2011). Why? A growing body of work
characterizes privacy as a social contract (Kim, Barasz, and John 2019; Martin 2012, 2016;
Nissenbaum 2004). This perspective asserts that consumers’ sense of whether their privacy is
being respected or invaded is dictated by norms—consumers’ expectations about how their
information ought to be handled. These expectations are typically unspoken and implicit and
vary across contexts. Firms that honor privacy expectations earn consumers’ trust (McCole,

Ramsey, and Williams 2010) and enhance purchase interest (Cases et al. 2010; Eastlick, Lotz,



and Warrington 2006), while those that violate privacy norms suffer consumer backlash, such as
reproach and negative word-of-mouth (Miyazaki 2009). Even when consumers benefit, such as
by seeing customized ads for products that they want and need, they tend to react negatively if

they perceive that the ads were generated using unsavory methods (Kim, Barasz, and John 2019).

Social contracts are held together by relational concerns; entities adhere to them not out
of a desire to avoid legal and economic sanctions, but out of a desire to promote harmonic
interactions and to avoid social sanctions (Donaldson and Dunfee 1999; Martin 2012, 2016).
Thus, social contracts enhance, and are enhanced by, trust (Kim, Barasz, and John 2019;
Robinson 1996)—trust being defined as “a psychological state comprising the intention to accept
vulnerability based upon positive expectations of the intentions or behavior of another”
(Rousseau et al. 1998). By contrast, formal contracts can actually undermine trust (Malhotra and
Murnighan 2002; Martin 2016). Specifically, Malhotra and Murnighan (2002) found that
participants induced to create formal, binding contracts at the outset of a multi-round trust game
demonstrated less rather than more trust in subsequent rounds, compared with participants who
had not used contracts. Therefore, we surmise that privacy notices, as a kind of formal contract,
can undermine trust. In turn, diminished trust has been one of the leading reasons for why some
consumers are hesitant to shop online (Hoffman, Novak, and Peralta 1999a; 1999b). Thus,
despite managers’ expectations to the contrary, we propose that privacy notices will decrease

both trust and purchase interest. More formally:

H2: In contrast to managers’ expectations, we predict a bulletproof glass effect in which

a salient (vs. absent or less salient) privacy notice will decrease purchase interest, even



when it emphasizes objective protection or omits any mention of potentially concerning

data practices.

H3: The bulletproof glass effect will be mediated by decreased trust.

Prior research suggests that formal contracts may be especially likely to negatively
impact trust when such formality is unexpected (Martin 2016; Puranam and Vanneste 2009). As
illustrated by our analogy, observing bulletproof glass may have a greater negative impact on
perceived security in an environment where safety is expected (e.g., an elementary school) than
in an environment expected to be more dangerous (e.g., a prison). Consistent with this idea,
potential survey respondents are less willing to complete a survey dealing with non-sensitive
topics when provided with elaborate, and presumably unnecessary, assurances of confidentiality
(Singer, Hippler, and Schwarz 1992; Singer, Von Thurn, and Miller 1995). Building on the logic
that assurances can backfire when people do not already have the potential for harm in mind, we
argue that privacy notices may decrease purchase interest when consumers expect safety, but not

when consumers are already distrustful. Accordingly, we predict:

H4: The bulletproof glass effect is likely to be observed when consumers expect safety,

but not when consumers have an a priori reason to be distrustful.

The notion that privacy notices erode consumer trust and purchase interest raises an
important practical question: how might firms present privacy notices in a way that does not

produce these undesired effects? We argue that to avoid undermining purchase interest, privacy



information must be communicated in a way that establishes trust. Thus, one potential solution
may lie in modifying the written content of the privacy notice to build greater trust. Prior work
has identified different components of trust; notably, these include a relational dimension, as
well as an ability-based dimension (Levin and Cross 2004; Mayer, Davis, and Schoorman 1995).
The former is typically referred to as benevolence-based trust, and refers to the consumer’s
assessment of a firm’s motivation to act in the consumer’s best interest. The ability component
refers to the consumer’s assessment of the firm’s capacity to execute its promises—for example,
to competently encrypt consumer data.

Given our conceptualization of privacy as a social contract, we propose that privacy
notices that include benevolence cues (e.g., statements like “we care about you™) may be more
effective at fostering consumer trust, or at least not undermining it, than those which rely only on
ability cues (e.g., statements like “we use 256-bit encryption”). Because benevolence cues appeal
to the relational dimension of trust, they may encourage consumers to view a privacy notice as
more of a social than a formal contract. Building on this logic, we predict that incorporating
benevolence cues into a privacy notice may mitigate the bulletproof glass effect. However, our
intuition was that the legalese predominant in most privacy notices does not tend to foster the
kind of relational, benevolence-based trust that underlies effective social contracts.

To assess the extent to which standard privacy notices include benevolence cues, we
conducted a pilot study in which we analyzed the privacy notices of fifty publicly-traded
companies randomly selected from the NASDAQ stock exchange. This methodology ensured
that our analysis included a diverse set of companies, including those of different sizes and from
a variety of industries. Relying on prior research showing that benevolence-based trust is

affective in nature, whereas ability is a more cognitive dimension of trust (Schoorman, Mayer,



and Davis 2007; McAllister 1995), we used the standard dictionaries included in LIWC software
to score each privacy notice for the proportion of words that reflect Affect as well as for the
proportion of words that reflect Cognitive Processes. A paired t-test showed that across all fifty
privacy notices, the average Cognitive Processes score (M = 16.80; SD = 1.84) was significantly
higher than the average Affect score (M = 4.16; SD =.98); t(49) = 45.21; p < .001, suggesting a
greater prevalence of ability (vs. benevolence) cues. In accordance with the findings of this pilot
study that few companies currently seem to include benevolence cues in their privacy notices, we
propose that adding benevolence cues to a standard privacy notice may attenuate, and possibly

even reverse, its negative impact on trust and purchase interest. Thus, we predict:

H5: The bulletproof glass effect will be attenuated when a privacy notice incorporates

(vs. omits) benevolence cues.

We further argue that the bulletproof glass effect is not limited to situations in which
consumers read complete details about a firm’s data management practices. Given their
familiarity with the legalistic tone that is common among most privacy notices, consumers may
respond to the mere concept of a formal contract—whether prompted by the presence or
conspicuous absence of a privacy notice—with decreased trust and purchase interest. Thus, even
opaque privacy notices that omit detailed descriptions, as well as standardized templates that
draw attention to the absence of a privacy notice (e.g., Apple’s privacy nutrition labels)}—may be

sufficient to produce the bulletproof glass effect.


http://liwc.wpengine.com/

FIGURE 1:
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We tested our hypotheses in a field study as well as in multiple studies with externally-
valid stimuli and designs that included both attitudinal and behavioral measures. Study 1 tests
our first hypothesis by examining managers’ intuitions of the effect of a privacy notice on
consumer behavior. Study 2 demonstrates the bulletproof glass effect in a field experiment with a
financial services firm and tests our second hypothesis by showing that when a privacy notice
was made more salient, enrollment rates declined. Study 3 replicates the bulletproof glass effect
using both attitudinal and behavioral measures in a controlled online experiment and tests our
third hypothesis, showing that trust mediates the decrease in purchase interest caused by
exposure to a privacy notice. Study 4 tests hypothesis 4, showing that privacy notices negatively
affect purchase interest when consumers expect to feel safe, but not when they are already
distrustful, and that again, this effect is mediated by trust. Studies 5 and 6 test hypothesis 5,
showing that the negative effect of a privacy notice on purchase interest is attenuated, and can

even be reversed, when it incorporates benevolence cues. Finally, consistent with the idea that



the mere concept of a formal privacy notice can decrease trust, Study 7 uses Apple’s privacy
nutrition labels to show that both the presence and conspicuous absence of a privacy notice are
sufficient to trigger decreased purchase interest. In all experiments we pre-set our sample sizes*
and/or the time period for data collection. We report all manipulations, measures, and data

exclusions. Stimuli for all studies is available in Web Appendix A. Data for all studies are

available on Open Science Framework (OSF).?

STUDY 1: MANAGERS’ INTUITION

Study 1 tests our first hypothesis that managers will expect privacy notices to make

consumers feel more secure.
Method

One-hundred participants screened for management experience were recruited from
Prolific, an online panel provider. Consistent with a pre-registration plan

(https://aspredicted.org/blind.php?x=wy2ds9), 30 participants who self-reported that they did not

have experience working in a management position at their place of employment were excluded,
leaving a final sample size of 70 participants (28.6% female; mean age = 31.96 years).?
Participants were told “Suppose you were working in a management position for an online

retailer. Because consumers provide personal information (e.g., their credit card information,

! Variation in sample size across studies is a function of experimental design as well as the time period in which the
study was run (studies run more recently have larger sample sizes).

2 https://osf.io/7cz3s/?view_only=97d0ele6f5704557a209fcd4b5caa6e6. For the field experiment (Study 2), all
available data is reported directly in the manuscript.

3 The pattern and significance of the results do not change when all participants are included.



https://aspredicted.org/blind.php?x=wy2ds9
https://osf.io/7cz3s/?view_only=97d0e1e6f5704557a209fcd4b5caa6e6

address) during the purchase process, your company has a privacy policy that tells consumers
how their personal data will be used and protected.” The privacy notice specified practices used
to safeguard personal information (e.g., “bank-level encryption”), promised never to share
information without consent, and explained how personal information would be used to benefit

customers.*

After reading the notice, participants were asked: “What, if any effect do you think
displaying the privacy notice has on customers? Please select an option.” Participants chose
between the following three options: “displaying the privacy notice will make customers feel
more secure,” “displaying the privacy notice will make customers feel less secure,” and
“displaying the privacy notice will have no effect on how secure customers feel.” Participants

then completed demographic measures.
Results and Discussion

Our sample included managers in over 20 different industries with experience in upper,
middle, and junior levels of management. Supporting H1, approximately three in four managers
(74.3%; N = 52 / 70) expected that displaying the privacy notice would make customers feel
more secure, whereas only 11.4% (N = 8 / 70) expected that it would make customers feel less
secure and the remainder (14.3%; N = 10 / 70) expected that it would have no effect; ¥*(2) =

52.91, p <.001; Phi = .87.

STUDY 2: FIELD EXPERIMENT

4 As with most standard privacy notices, this protection was conveyed using language that was more cognitive than
affective (z = 2.1; p = .035). LIWC scores for all privacy notices throughout the manuscript are reported in Web
Appendix B.



Study 2 was a field experiment designed to test whether (contrary to managers’
expectations in Study 1) a salient privacy notice can ironically diminish consumers’ willingness

to transact with a company despite the protections it offers.
Method

We partnered with Borrowell, a Canadian financial technology firm with over a million
users. To sign-up for Borrowell’s service, visitors must complete a nine-step enrollment process
that involves providing sensitive personal information (e.g., name, address, birthdate, phone

number, income, financial goals, and access to credit report).

The experiment was conducted among 15,864 prospective customers during a seven-day
period in May 2019. Each prospective customer who visited the site was randomly assigned to
one of two conditions (Privacy Notice Salience: High vs. Low). In the Low-Salience condition,
only a hyperlink to Borrowell’s privacy notice was provided on the first screen of the sign-up
process. In the High-Salience condition, the link was preceded by an explanation of Borrowell’s
commitment to the protection of customers’ personal information. This privacy notice was
virtually identical to that used in Study 1 (with the addition of Borrowell’s name). To measure
how the salience of the privacy notice impacted interest, we assessed the number of prospective

customers who completed the enrollment process.
Results and Discussion

As predicted, enrollment was significantly lower in the High-Salience condition (39.66%;
N = 3,170/ 7,992) than in the Low-Salience condition (41.48%; N = 3,265 / 7,872); x*(1) = 5.45;

p =.020; Phi = .02. Although this effect is rather small, it is meaningful—that such a subtle



manipulation could change enrollment at all in the field is notable. Moreover, at scale, even a
small change in enrollment rates can have substantial financial impact. Extrapolating from the
seven-day period studied, one would expect roughly 825,000 prospective customers to visit
Borrowell’s site annually. With that base, the observed decrease of 1.82% in the enrollment rate
would translate to a difference of over 15,000 enrolled customers per year. If average annual
revenue per customer were as low as $15, these results suggest that a salient (vs. less salient)

privacy notice could cost Borrowell nearly one-quarter million dollars per year in lost revenue.

In summary, this field experiment provided evidence of the bulletproof glass effect (H2),
showing that prominently displaying detailed privacy protections can drive consumers away. The
counterintuitive nature of this result is highlighted by the finding of Study 1 that a nearly
identical privacy notice was expected by managers to make customers feel more secure. In the

next study, we explore the mechanism for the bulletproof glass effect.

STUDY 3: MEDIATION

In Study 3, we tested the hypothesis that the bulletproof glass effect is mediated by
decreased trust. In addition to measuring overall trust, we also explored two sub-dimensions of
trust: benevolence-based trust and ability-based trust. Doing so enabled us to explore whether the

bulletproof glass effect is robust across different measures of trust.
Method

According to a preregistration plan (https://aspredicted.org/z7s22.pdf), we recruited 600

participants (56.3% female; mean age = 38.24 years) on Amazon Mechanical Turk (AMT). All



participants were first shown an identical image and product description. Participants were then
randomly assigned to one of two conditions (Privacy Notice: Absent vs. Present). In the Present
condition, participants were asked to review the retailer’s privacy notice. The notice was crafted
using language from retailers’ actual privacy notices and explicitly described protective
measures such as storing information in securely encrypted log files, following established
identity verification procedures, and adhering to guidelines deemed by the Privacy Shield
Program to meet standards prescribed by the Data Privacy Commission.® In the Absent

condition, participants did not view this notice.

Next, we captured both an attitudinal and a behavioral measure of participants’ interest in
the product. The attitudinal measure (How interested would you be in learning more about these
sunglasses?) used a sliding scale ranging from 0 = Not at all to 100 = Extremely. For the
behavioral measure, we measured respondents’ willingness to spend extra time reading
additional product information (Would you like to see a little more information about these
sunglasses?), with the binary response options being “Yes, please show me a little more
information” and “No, I’d like to finish the survey now.” Those who selected “yes” were shown
additional product information, and the amount of time they spent reading this information was

surreptitiously recorded (as was the duration of the entire survey for all participants).

All participants then completed a single-item measure of trust: “For this purchase, how
comfortable would you be with the way your data will be collected and stored?”, measured using
a sliding scale from 0 = Not at all to 100 = Extremely. As a validity check of our single-item

measure, each participant was also randomly assigned to completed one of three previously-

5 Consistent with the privacy notice used in the previous studies, the language was more cognitive than affective (z =
2.0; p <.05), as reported in Web Appendix B.



established measures of trust adapted from Mayer and Davis (1999): overall trust scale (o = .67),
benevolence-based trust sub-scale (o = .94), or ability-based trust subscale (a =.95). This
measurement approach was designed to minimize respondent fatigue and to avoid the risk of
cross-contamination between scales. More details about these scales are reported in Web
Appendix C. A high correlation between our single-item measure of trust and overall trust (r =
.52, p <.001), benevolence-based trust (r = .64, p <.001), and ability-based trust (r = .68; p <
.001), suggests that the single-item measure successfully captures trust. Thus, for efficiency, we

use only this item in subsequent studies.
Results and Discussion

Attitudinal measure. Consistent with H2, product interest was significantly lower when
the privacy notice was Present (M = 35.41; SD = 29.77; N = 298) versus Absent (M =52.48; SD

= 28.31; N = 302; F(1, 594) = 50.25; p < .001; n,2 = .08).

Behavioral measure. The behavioral measure of interest showed a similar pattern; a
lower proportion of participants were willing to spend time reading additional product
information when the privacy notice was Present (38.3%; N = 114/298) versus Absent (56.3%; N
=170/302; y*(1) = 19.57; p < .001; Phi = .18. On average, participants who opted to view
additional product information spent 22.94 seconds doing so (approximately 15% of the median
duration of the entire survey, suggesting it was not a trivial cost to participants). Moreover, when
the time for participants who opted not to view additional product information was recorded as
zero (as preregistered), the number of seconds participants were willing to spend reading
additional product information was significantly lower when the privacy notice was Present (M =
7.77; SD 16.97; N = 298) versus Absent (M = 13.90; SD = 23.08; N = 302); F(1, 598) = 13.72; p

<.001; % =.02).



Trust. To determine whether trust mediated the effect of the privacy notice on purchase
interest, we conducted eight separate mediation analyses using PROCESS Model 4 (Hayes
2012). As predicted, all four measures of trust mediated the effect for both attitudinal as well as

behavioral measures of purchase interest, as illustrated in Table 1.

TABLE 1: MEDIATION ANALYSES

Attitudinal Measure Behavioral Measure
Indirect Indirect

Mediator N Effect LLCI ULCI Effect LLCI ULCI
Single-ltem Trust 600 -11.16 -14.24 -8.43 -.44 -.62 -.28
Measure
Overall Trust Scale 195 -3.26 -7.06 -.14 -17 -39 -.003
Benevolence-Based 194 -7.74 -11.98 -3.82 -.32 -.62 -11
Trust Subscale
Ability-Based Trust 211 -3.86 -8.02 -.49 -17 -.44 -.01

Subscale

NoOTE: The indirect effect of the privacy notice on attitudinal and behavioral measures of
purchase interest was negative in each model. LLCI refers to Lower-Level Confidence Interval

and ULCI refers to Upper-Level Confidence Interval.



To summarize, in a controlled online experiment, Study 3 supported H2 by replicating
the bulletproof glass effect observed in the field experiment and also provided evidence

consistent with H3 that a reduction in trust is the underlying mechanism.

STUDY 4: MODERATED MEDIATION

Study 4 further examines the role of trust in the bulletproof glass effect through
moderated mediation. Specifically, it tested H4, that the bulletproof glass effect is more likely to

be observed when consumers expect safety than when they are already distrustful.
Method

We recruited 602 participants from AMT who were randomly assigned to one of four
conditions in a 2 (Privacy Notice: Present vs. Absent) x 2 (Expected Safety: Safe vs. Unsafe)
between-participants design. Consistent with our pre-registration plan
(https://aspredicted.org/blind.php?x=cg8dr8), 73 participants who failed the attention check were
excluded, leaving a final sample size of 529 participants (48.4% female; mean age = 37.80
years).® All participants evaluated a real product available from an online retailer, Ruggie
(https://ruggie.co/). Product details were displayed in an image captioned “The Alarm Clock You

Turn Off With Your Feet.”

To manipulate expected safety, we then showed all participants a recent (fictitious) news

headline from the Wall Street Journal. In the Safe condition, the headline read: “Ruggie Praised

& The pattern and significance of the results do not change when all participants are included.



by FTC for Zero Consumer Privacy Violations During 2020.” In the Unsafe condition, the

headline read “Ruggie Cited by FTC for Multiple Consumer Privacy Violations During 2020.”

Next, we showed participants in the Present condition an excerpt from Ruggie’s actual
privacy notice, whereas this was omitted in the Absent condition. All participants then indicated
their purchase interest: “How interested would you be in purchasing this product?” and
completed a single-item measure of trust: “How comfortable would you be with the way your
data is collected and managed by this retailer?”, each measured using a sliding scale from 0 =
Not at all to 100 = Extremely. As an attention check, participants were asked to identify which of

the two news headlines they had previously read, with an option to select “I don’t remember.”
Results and Discussion

Purchase interest. An ANOVA revealed a significant main effect of expected safety (F(1,
525) = 68.19, p <.001, np? = .12), as well as a marginally significant main effect of privacy
notice on purchase interest (F(1, 525) = 3.10, p = .079, n? = .01). Consistent with H4, these main
effects were qualified by a significant interaction (F(1, 525) = 4.18, p = .042, np? = .01).
Specifically, in the Safe condition, the bulletproof glass effect was replicated in that purchase
interest was lower when the privacy notice was Present (M = 38.17; SD = 32.38; N = 135) than
when it was Absent (M = 48.25; SD = 33.45; N = 134); p = .007. However, in the Unsafe
condition, the bulletproof glass effect was attenuated such that purchase interest did not differ
when the privacy notice was Present (M = 21.70; SD = 27.46; N = 132) or Absent (M = 20.95;

SD =27.93; N = 128); p = .842. These results are illustrated in Figure 2.

FIGURE 2:



EXPECTED SAFETY MODERATES THE BULLETPROOF GLASS EFFECT (STUDY 4)
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Trust. A similar pattern was observed for trust; an ANOVA revealed a significant main
effect of privacy notice on trust (F(1, 525) = 4.18, p = .041, np? = .01), as well as a significant
main effect of expected safety (F(1, 525) = 284.02, p <.001, np? = .35). These main effects were
also qualified by a significant interaction (F(1, 525) = 28.16, p > .001, np? = .05). Specifically, in
the Safe condition, trust was lower when the privacy notice was Present (M = 51.76; SD = 31.29;
N = 135) than when it was Absent (M = 69.68; SD = 28.11; N = 134); p < .001. However, in the
Unsafe condition, the effect was reversed such that trust was higher when the privacy notice was
Present (M = 23.61; SD = 26.91; N = 132) than Absent (M = 15.66; SD = 25.29; N = 128); p =

.023.

Moderated mediation. To test whether the effect of privacy notice on purchase interest
was mediated by trust and moderated by expected safety, we conducted a moderated mediation
analysis using the PROCESS macro model 7 (Hayes 2018). Results indicated significant
moderated mediation (95% CI, -22.09, -9.90), with trust mediating the effect of a privacy notice

on purchase interest in both the Safe condition (95% ClI, -15.51, -6.60) and, to a lesser degree, in



the Unsafe condition (95% ClI, .97, 8.85). Note that the sign of the indirect effect reversed in the
Unsafe Condition, suggesting that a privacy notice can help rather than hurt trust and purchase

interest in a context when consumers have an a priori reason to be distrustful.

Not only does this study support H3 by providing additional evidence of trust as the
mechanism underlying the bulletproof glass effect, but it also supports H4 by showing moderated
mediation. Specifically, when the firm had a positive reputation for protecting customer data,
exposure to a privacy notice reduced trust and purchase interest. However, this effect was

attenuated when consumers had a reason to be distrustful before viewing the privacy notice.

STUDY 5: BENEVOLENCE CUES

Study 5 examined another potential moderator of the bulletproof glass effect.
Specifically, we tested H5, that the negative effect of a privacy notice on purchase interest would

be reduced by the addition of benevolence cues.
Method

We recruited 602 participants (59.6% female; mean age = 41.90 years) on AMT.
Participants were randomly assigned to one of three conditions (Privacy Notice: Absent vs.
Standard vs. Benevolent). All participants were shown an identical image and product
description. In the Absent condition, participants then proceeded directly to the dependent
measure. In the Standard condition, participants were asked to review the retailer’s privacy
notice and shown the same notice as was used in Study 3. In the Benevolent condition, the notice

was adapted slightly so as to subtly incorporate benevolence cues but add no objective



information about data practices. These cues included the statements: “We care about your
privacy,” “We respect you and promise to treat you fairly,” and “We are committed to the

protection of your information.”

The dependent measure, purchase interest (How interested would you be in purchasing
these sunglasses?), was measured using a sliding scale ranging from 0 = Not at all interested to
100 = Very interested. To control for any possible effect of time on the results, we also measured

how long participants spent reading the notice as well as the overall duration of the survey.
Results and Discussion

An ANOVA revealed a significant main effect of condition on purchase interest; (F(2,
599) = 42.67, p <.001, np? = .13). Post-hoc tests showed that consistent with our earlier studies,
the bulletproof glass effect was replicated such that compared to the Absent condition (M =
58.68; SD = 28.17; N = 200), purchase interest was significantly lower after exposure to a
privacy notice in both the Standard (M = 32.75; SD = 28.50; N = 202; p <.001) and Benevolent
(M =41.40; SD = 29.25; N = 200; p < .001) conditions. Moreover, consistent with our prediction
in H5 that incorporating benevolence cues would reduce the negative impact of a privacy notice,
purchase interest was significantly higher in the Benevolent versus Standard condition (p =

.008). These results are illustrated in Figure 3.

FIGURE 3:

BENEVOLENCE CUES CAN ATTENUATE THE BULLETPROOF GLASS EFFECT

(STUDY 5)
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These effects remained significant when survey duration was included as a covariate,
suggesting that the results cannot be explained by the additional time required by participants in
the Standard and Benevolent (vs. Absent) conditions to read the privacy notice. And, across the
two conditions in which a privacy notice was shown, there was no significant difference in the
number of seconds spent reading the notice (Mstandard = 35.13; SD = 30.67; N = 202 vS. MBgenevolent
= 36.23; SD = 32.85; N = 200; t(400) = .35; p =.73). Together, the results of Study 5 provide
support for H5 and suggest another moderator of the bulletproof glass effect, namely the addition

of a benevolence cue to a privacy notice.

STUDY 6: OPAQUE PRIVACY NOTICES

This study provides another test of H5 in a context where a privacy notice alludes to the
existence of a full privacy policy but does not describe specific data management practices. As

such, in addition to providing additional evidence of H5, Study 6 also addresses the possibility



that the bulletproof glass effect is simply a product of consumers’ distaste for the detailed

description of specific data management practices in the privacy notices we have used thus far.
Method

We recruited 1,125 participants from AMT (51.3% female; mean age = 40.17 years) who
were randomly assigned to one of three conditions (Privacy Notice: Absent vs. Standard vs.
Benevolent) in a between-participants design that was pre-registered
(https://aspredicted.org/TVD_GTV).” All participants were told: “Suppose you needed to buy
some new clothes for an upcoming event and find some items you like on the website of an
online retailer that you weren’t previously familiar with. As you check out, you see the following
screen.” Participants were then shown a screenshot of a checkout page in which customer profile
information was being collected. In the Absent condition, there was no mention of a privacy
notice. In the Standard condition, the screenshot showed an arrow hovering over a question mark
icon next to the cell phone number data field, with a pop-up window that stated: “Usage and
sharing of this data is governed by the terms outlined in our Privacy Policy.” The Benevolent
condition was identical, except that the message in the pop-up window included a benevolence
cue that provided no objective information about data practices: “WE CARE about protecting

your privacy!” (see Figure 4).

FIGURE 4:

BENEVOLENT CONDITION STIMULUS (STUDY 6)

7 Although we attempted to recruit 1,200 participants as pre-registered, only 1,125 participants completed the study
before it expired. All participants who completed the study were included in the analysis.
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CONTINUE TO PAYMENT

On the next page, all participants indicated their purchase interest (“How interested
would you be in making a purchase from this retailer?”” 0 = Not at all interested; 100 = Very

interested).
Results and Discussion

An ANOVA revealed a significant effect of condition on purchase interest; F(2, 1122) =
23.46, p <.001, np? = .04). A post hoc test showed that each contrast was significant.
Specifically, the bulletproof glass effect was replicated in that purchase interest was lower when
the Standard privacy notice was present (M = 45.54; SD = 25.66; N = 377) than when it was
Absent (M =51.18; SD = 25.70; N = 377); p = .006. However, purchase interest was higher in
the Benevolent condition (M = 58.13; SD = 24.12; N = 371) than in both the Absent (p <.001)
and Standard (p <.001) conditions, demonstrating a reversal of the bulletproof glass effect when

a benevolence cue was added. These results are illustrated in Figure 5.



FIGURE 5:

A BENEVOLENCE CUE REVERSED THE BULLETPROOF GLASS EFFECT (STUDY 6)
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NoTE.—Relative to the absence of a privacy notice, a standard privacy notice decreased purchase

interest. However, the bulletproof glass effect was reversed when a benevolence cue was added.

Study 6 provided further support for H5, showing that the negative effect of a privacy
notice on purchase interest was reversed when a benevolence cue was added. Importantly, this
study also shows that the bulletproof glass effect may occur even when consumers do not read
details about specific data management practices—a situation that prior research suggests is
common even when such details are provided (Milne and Culnan 2004). Our conservative test
suggests that unless tempered by benevolence cues, merely alerting consumers to the existence

of formal privacy-related policies is sufficient to decrease purchase interest.

STUDY 7: CONSPICUOUS ABSENCE OF PRIVACY DETAILS



Study 7 offers further support for our contention that the bulletproof glass effect is not
limited to situations in which consumers read complete details about a firm’s data management
practices. Whereas studies 5 and 6 showed that the mere presence of a privacy notice can
decrease purchase interest; in Study 7, we test whether the conspicuous absence of a privacy
notice can also decrease purchase interest. The logic behind this prediction is that trust can be
undermined when consumers are made aware that information is conspicuously absent (John,
Barasz, & Norton, 2016). Thus, by formalizing the format of privacy information, such as
adopting standardized templates for displaying privacy-related practices (e.g., Apple’s privacy
nutrition labels), consumers may become distrustful when privacy details are absent (in addition

to when privacy details are presented as a formal contract, as shown in our previous studies).

Until recently, apps were not required to include a privacy notice; an analysis of over one
million apps in the Google Play Store between August 2017 and May 2018 found that only about
half (41.7%, 45.2%, and 51.8% on three separate crawls) included a privacy policy link (Story,
Zimmeck, and Sadeh 2018). However, in December 2020, Apple made privacy nutrition labels
mandatory in the App Store. Under these new regulations, when a developer has not provided
privacy details to Apple, the absence of such information is obvious to consumers who view the
privacy nutrition label and consider whether to download the app. Thus, in Study 7, we compare
a control condition (in which no privacy-related information is provided) to two different
treatment conditions that are both expected to reduce consumers’ interest in downloading an app.
One treatment condition examines how consumers respond when exposed to privacy details, and
the other treatment condition examines how consumers respond when privacy information is

conspicuously absent.

Method



We recruited 300 participants from AMT (52.7% female; mean age = 39.26 years) who
were randomly assigned to one of three conditions (Privacy Details: Absent vs. Present vs.
Conspicuously Absent) in a between-participants design that was pre-registered
(https://aspredicted.org/blind.php?x=ti9rf4). All participants were told: “Imagine you planned to
open a new retirement account and were evaluating different investment apps. One of the apps
you are considering is Nest Egg, Inc., which uses a data-driven approach to help you meet your
financial goals. Please take a moment to examine the screenshot of this app.” They were then
shown a mocked-up mobile phone screenshot of a fictitious investment app and told it was one
of the apps they were considering. This screenshot described the app’s data-driven approach to
investing, and how a consumer’s responses to a representative’s questions about risk-tolerance
and investment objectives during a consultation would be combined with a large amount of

personal data to provide personalized investment guidance (see Figure 6).

Participants in the Present condition were then shown a screenshot of Apple’s privacy
nutrition label for the app, which described the types of data (e.g., contact info, location) that can
be used to track the user across apps and websites owned by other companies. Participants in the
Conspicuously Absent condition were shown a similar screenshot of Apple’s privacy nutrition
label, but consistent with what Apple actually displays on the app store for developers that have
not provided details about their privacy practices, the screenshot indicated that no details had
been provided and that the developer will be required to provide privacy details when they
submit their next app update. Participants in the Absent condition proceeded directly from the

App Screenshot to the dependent measure.

FIGURE 6:



PRIVACY NUTRITION LABEL STIMULI (STUDY 7)
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As an attitudinal measure of purchase interest, all participants then responded to the
question “How interested would you be in downloading this app?” (0 = Not at all; 100 =
Extremely). As a proxy for behavior, we also told participants that the app normally costs $1.99
and asked them: “At the conclusion of the study, would you like to receive a code to download
the app for free?” (1 = Yes, give me a free download code; 0 = No thanks). Finally, respondents

completed demographic questions and were debriefed that the app was fictitious.
Results and Discussion

Attitudinal measure. We predicted that compared to the mere absence of a privacy notice
in the Absent condition, the Presence or Conspicuous Absence of a privacy notice would
decrease interest in downloading the app. An ANOVA revealed a significant effect of condition

on purchase interest; F(2, 297) = 10.01, p <.001, np? = .06). A post hoc test showed that the



contrasts between both treatment conditions versus the control condition were significant.
Specifically, the bulletproof glass effect was replicated in that compared to the Absent condition
(M =50.84; SD = 28.10; N = 100), purchase interest was lower when privacy details were
Present (M = 34.98; SD = 32.12; N = 100); p <.001, and when privacy details were
Conspicuously Absent (M =32.96; SD = 32.43; N = 100); p < .001. The Present and

Conspicuously Absent conditions did not differ significantly from one another; p = 1.00. These

results are illustrated in Figure 7.

FIGURE 7:

PURCHASE INTEREST DECLINES WHEN PRIVACY DETAILS ARE PRESENT OR

CONSPICUOQUSLY ABSENT (STUDY 7)
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NoTeE.—Relative to an Absent control condition, interest in downloading an app was lower when

privacy details were Present or Conspicuously Absent.



Behavioral Proxy. As a further test of our hypothesis, we analyzed participants’ desire to
receive a code to download the app for free at the end of the study. The pattern of results
matched that of the attitudinal measure of purchase interest; a chi-squared test revealed a
significant effect of condition on the behavioral proxy, ¥%(2) = 8.53; p = .014; Phi = .169.
Specifically, the bulletproof glass effect was replicated in that compared to the 46.0% (N = 46 /
100) of participants in the Absent condition who chose to receive the free download code,
significantly fewer participants opted to do so when privacy details were Present (27.0%; N = 27
/100; X?(1) = 7.79; p = .005; Phi = .197) or Conspicuously Absent (32.0%; N = 32 / 100; X?(1)

=4.12; p =.042; Phi = .144).

These results complement our earlier findings by showing that like the presence of a
privacy notice, the conspicuous absence of privacy details is also sufficient to decrease purchase
interest. This suggests that the higher purchase interest observed in earlier studies when a privacy
notice is missing is not because consumers prefer to avoid details about a firm’s data
management practices, but rather because the concept of a formal privacy notice breeds distrust,
and, in turn, reduces purchase interest. Our finding that the conspicuous absence of privacy
information decreases purchase interest is consistent with Lwin, Wirtz, and Williams (2007),
whereby participants explicitly told that “there was no mention of a privacy policy” exhibited
greater privacy concern than participants who were provided with a comprehensive privacy
policy. Indeed, prior research suggests that dormant privacy concerns can be triggered by merely
mentioning privacy-related topics (Marreiros et al. 2017). In one study, consumers explicitly
primed to think of privacy were less willing to reveal their personal information on an unsafe
website than consumers who had not been primed (John, Acquisti, and Loewenstein 2011). Our

results build on these findings by suggesting that when the concept of a formal privacy contract



is made salient—whether by the presence of a privacy notice or by its conspicuous absence—

trust and purchase interest may decrease.

Study 7 also provides insight into how purchase interest may be affected differently by an
absence of privacy information in regulated contexts versus unregulated contexts. Specifically,
although an absence (vs. presence) of privacy details can result in greater purchase interest when
attention is not drawn to the absence (e.g., in unregulated contexts, where the availability of
privacy information may vary widely across firms, industries, and geographies), it is unlikely to
do so in contexts like the App Store, where current regulations standardize the presentation of

privacy information and draw consumers’ attention to any unavailable information.

GENERAL DISCUSSION

Our results challenge a prevailing intuition among managers that privacy notices will
cause consumers to feel more secure. Although privacy notices place legally-enforceable limits
on a firm’s data practices, communicate safeguards, and signal transparency, we find that instead
of promoting a sense of confidence that personal data will not be misused, privacy notices often
have the unintended consequence of causing consumers to become less trusting and less
interested in making a purchase. We show that even explicitly protective privacy notices, as well
as those that provide no objective information about data practices, can undermine consumer
trust and potentially hurt sales. Notably, a field study shows that when privacy protections were

made more salient, enroliment decreased. Despite the importance of the topic of privacy from



both a theoretical and managerial perspective, we know of no other field study that has

manipulated the salience of a privacy notice and measured resulting consumer behavior.

A decrease in purchase interest caused by exposure to a privacy notice was replicated in
multiple studies, using both attitudinal and behavioral measures; and multiple measures of trust
were shown to mediate this effect. Although most of our studies focused on personal data
collected at a single point in time during the process of conducting a transaction, Study 7 showed
the bulletproof glass effect for an app that continues to collect, store, and transmit personal

information on an ongoing basis.

Moreover, we identified several moderators, showing that the bulletproof glass effect is
attenuated when consumers have a priori expectations that their personal data may not be safe
and that the effect may even be reversed when benevolence cues are incorporated into a privacy
notice. Given that our analysis of real privacy policies showed that most contain little affective
language that can foster benevolence-based trust, this moderator is of great practical importance;
indeed, as illustrated in Web Appendix B, LIWC analyses of our stimuli indicated that in all
cases in which privacy notices decreased purchase interest, there was either a paucity (Studies 2-
6) or complete absence (Study 7) of affective language. We also showed that purchase interest
may decline not only in response to the presence of privacy details, but also in response to their

conspicuous absence.
Contributions

Our findings offer several contributions to the marketing literature and have managerial
and policy implications. First, we measured managers’ expectations regarding how consumers
will respond to privacy notices and documented a miscalibration between these expectations and

consumer responses. Broadly, we contribute to the growing body of marketing literature by



showing that consumers sometimes react to information about risks (e.g., privacy risks) in
seemingly paradoxical ways. Although managers expected privacy notices to help consumers
feel more secure, our studies suggest that consumers may view them more like warnings. In
contrast to prior work suggesting that assurances increase compliance when survey respondents
are asked to provide sensitive personal data (Singer, Hippler, and Schwarz 1992; Singer, Von
Thurn, and Miller 1995), our findings illustrate conditions under which an opposite pattern may
occur—privacy notices decreased interest in purchasing a product and providing the

corresponding personal data.

While we recognize that not all privacy notices are necessarily intended to be assuring,
documenting the unintended consequence of privacy notices on purchase interest adds to our
understanding of the conditions in which backfire may occur. As documented by prior work,
increasing the salience of risky behavior through measurement can be counterproductive
(Fitzsimons and Moore 2008), and warning messages do not always achieve their intended
effects, sometimes failing to increase consumer compliance (Argo and Main 2004; Menon,
Block, and Ramanathan 2002; Stewart and Martin 1994) or even resulting in greater acceptance
of the false claims that people were warned against (Skurnik et al. 2005). In addition, consumers
seem to trust advisors who disclose conflicts of interest (Cain, Loewenstein, and Moore 2011;
Sah, Malaviya, and Thompson 2018) and tend to be more persuaded by messages that include
negative information (Ein-Gar, Shiv, and Tormala 2012; Herr, Kardes, and Kim 1991; Ward and
Brenner 2006). One mechanism that has been identified in the persuasion literature for these
kinds of effects is peripheral or heuristic (versus central or elaborative) processing (Herbst et al.
2012; Meyers-Levy and Malaviya 1999; Sah, Malaviya, and Thompson 2018). Our results

suggest that using benevolence cues to foster trust may be a complementary mechanism.



Second, we provide converging evidence across multiple studies, including what we
believe is the first manipulation of the salience of a privacy notice in the field, that a salient
privacy notice may have unintended consequences by reducing consumers’ trust and purchase
interest. Indeed, our results across multiple studies showed that consumers were more likely to
transact with an organization that lacked a privacy notice than with an organization that provided
a transparent description of its data practices. Transparency in data practices, and the lack
thereof, has been the source of much debate. Many of the transformational technologies that are
influencing both marketers and consumers at an unprecedented rate, such as artificial intelligence
and other forms of automation to collect and analyze consumer data, are deeply invasive of
consumer privacy, and obfuscate privacy risks (Leung, Paolacci, and Puntoni 2018; Mende et al.
2019; Puntoni et al. 2021; Wertenbroch 2019). Though regulators and consumer advocacy
groups demand more transparency, we find that customers may react negatively to the
transparency offered by formal privacy notices. These results are consistent with prior work in
marketing communications that has demonstrated negative reactions to full transparency, finding
that consumers may respond more favorably to imprecision than precision (Isaac, Brough, and
Grayson 2016). They are also consistent with work in advertising, showing that ad performance
declines when consumers are informed that an ad was generated using their personal information

in privacy-invasive ways (Kim, Barasz, & John, 2019).

By illustrating a situation in which consumers seem to respond more favorably to (quiet)
omission than transparency, our findings are also conceptually related to the consumer research
on information avoidance (Sweeny et al. 2010; Woolley and Risen 2021). This body of work
shows that consumers often prefer ignorance to bad news. For example, “the ostrich effect”

describes the tendency of investors who receive preliminary bad or ambiguous news to shield



themselves from further news by monitoring their accounts less frequently (Galai and Sade 2006;
Karlsson, Loewenstein, and Seppi 2009). Nonetheless, the negative reaction we observed when
details about a firm’s privacy practices are conspicuously absent suggests that consumers’
hesitation to transact with organizations that have a privacy notice is not likely driven by an
active aversion to privacy-related information. Instead, the effect seems to be due to the
formality of privacy notices, and may be tempered when benevolence cues are incorporated into

the notice.

Third, in contrast to the notion that consumers respond only to changes in the content of
privacy notices, we show that consumers’ purchase interest may also be affected by the mere
presence of a privacy notice, even if it provides no specific details about privacy practices. This
finding may cause companies to hesitate to draw consumers’ attention to privacy protections.
However, our findings also offer an initial exploration of how policymakers and/or well-
intentioned firms might mitigate the negative effects of a formal privacy notice on consumers’
purchase interest. First, regulators could require the use of standardized templates that make an
absence of privacy details ubiquitously conspicuous. While our findings suggest that such
regulation could level the playing field by eliminating any advantage a company could gain by
failing to disclose its privacy practices, mandating formal privacy notices could also have an
unintended side effect of producing a climate of widespread distrust. Another potential solution
suggested by our results is to add benevolence cues to (consumer-protective) privacy notices.
Our content analysis of real companies’ privacy notices found that the content of most notices
tends to use more cognitive than affective language. Studies 5 and 6 indicated that merely
prefacing mention of the privacy notice with benevolence cues such as “we care about protecting

your privacy” was sufficient to attenuate or reverse the bulletproof glass effect. Together, these



findings provide actionable guidance to managers on how to effectively convey privacy

information (without hurting purchase interest).
Directions for Future Research

Finally, our work prompts many additional questions that could be explored in future
research. The lack of privacy research in consumer behavior has been noted (Brough and Martin
2020; Kim, Barasz, and John 2020; Krishna 2020), and more work is needed to understand the
multiplicity of factors that likely shape the effect of privacy notices on consumer behavior. For
example, whereas regulation often influences the presence, content, and format of privacy
notices, future research may explore how shifting requirements affect norms over time. As
transparency becomes increasingly required, the absence of a privacy notice may become more
conspicuous and, consistent with the results of Study 7, the negative impact of a standard privacy

notice on consumers’ purchase interest may decrease.

Another opportunity for future research lies in better understanding the relationship
between trust and expected safety—although Study 4 focused on how expected safety impacts
trust, it is possible that these constructs have a bi-directional influence on one another, and each
may be affected by individual differences, prior experiences with a particular company, and/or
prior experiences with privacy violations more generally. Another aspect that could be further
explored is the relationship of these constructs with privacy concern. While prior research has
found privacy concern to be inversely correlated with trust and purchase intent (Eastlick, Lotz,
and Warrington 2006), future research may directly measure how privacy notices impact privacy

concern.

Other opportunities could lie in the exploration of individual differences; in particular,

given the attenuation of the bulletproof glass effect by the addition of benevolence cues, it seems



plausible that the effect may be pronounced among consumers who chronically adopt an intuitive
or experiential thinking style (Epstein et al. 1996). Further, whereas we focused exclusively on
privacy notices, additional research may compare the relative impact on purchase interest of
privacy notices versus other modes of communicating privacy-related information, such as
privacy seals like an TRUSTe icon (Miyazaki and Krishnamurthy 2002; Rifon, LaRose, and
Choi 2005; Wang, Beatty, and Foxx 2004). Future research may also explore additional contexts
in which measures designed to protect consumers, such as security screening at K-12 schools or
armed guards in public settings, may undermine trust and evoke negative responses despite the
protections they offer. Our results suggest that in such situations, benevolence cues may be a key

to avoiding unintended consequences.
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